UAB Medicine made the decision to migrate all clinical departments still residing on the
UAB Campus version of Microsoft Exchange (denoted by a primary e-mail address ending
in uab.edu) to the UAB Health System version (primary e-mail address ending in
uabmec.edu). This decision was made to ensure the safety of ePHI and other sensitive
information that passes through our e-mail system, as breaches carry an unacceptably high
cost and can significantly harm the Health System’s reputation.

HSIS has been working with departmental IT (PathlS) support personnel to perform this
migration as seamlessly as possible. Pathology will begin the process of migrating all
faculty and staff members to this new email system as it is a Health System requirement.
The migration must include all Department of Pathology faculty and staff.

The UABHS Email system will be accessible from any Windows and Mac computers,
including laptops, running Microsoft Outlook. There is also a Web app that is compatible
with Internet Explorer, Chrome and Firefox. i0S devices will require to have an application
called MaaS360 installed and configured in order for the email software to function.
Android devices will also require MaaS360 and another application called TouchDown.
Windows Smart Phones are not currently supported.

The MaaS360 software platform will provide a secure connection not only to the UABHS
email but also to the HSIS wireless network, secure texting, access to the MyPatients
mobile application for access to elements of the IMPACT system, and many other functions
to follow. (Devices that are already enrolled will not have to re-enroll.)

Pathology IT has planned the email conversions, as much as possible, by division. Each
division within the department will be notified in advance when their email will be
converted. As the process continues, PathlS will assist in the enrollment of personally
owned and corporate compatible 10S and Android devices to MaaS360 for users who meet
the requirements and needs.

After migration has been performed, all emails sent to existing UAB Campus addresses
(@uab.edu) will be automatically forwarded to the new UABHS accounts.

In anticipation of this enrollment, I would like to call your attention to the following:

1. Only users with primary HSIS Exchange accounts (denoted by an email address
ending in uabmec.edu) will be able to enroll on MaaS360. PathlS is working with
UAB Campus IT and UABHS IT support personnel to migrate users on other
systems to the HSIS Exchange.

2. On all UAB Pathology networked computers, you will have a two-factor
authentication to get into your email. As usual you will login to your computer with
your BlazerID and then you will need to use a second logon called “AD” (sometimes
called “Citrix” or “Novell”). This will be provided to you by the UABHS.

3. The cost for MaaS360 is $60 per device per year, which will be automatically
renewed annually. (There is an additional one-time $12 charge for TouchDown, an
application required for Exchange access on Android devices). Cost for 1 device will
be paid for by the Pathology Department yearly and one additional device can be



paid for from the faculty members PDF. Enrollment of more than two devices will
need to be approved by the Department Chair. All enrollments will need to be
coordinated with PathIS.

4. PathlS will make available an online Smartphone Enrollment Form to gather the
information required for provisioning devices, including:

. Requestor’s name
. Device type to be activated
. Requestor’s contact information

. Requestor’s email address
. Approver’s name
. Approver’s email address

5. PathIS will also provide a spreadsheet for faculty to send enrollment information for
multiple devices simultaneously, should you so choose. That way, eligible users

won’t have to complete the online form.

I want to thank you in advance for your cooperation and support of this initiative.

Kevin A. Roth, M.D., Ph.D.
Robert and Ruth Anderson Professor and Chair
Department of Pathology



