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Tuesday Tip
Something's Phishy

Phishing emails (the ones that are attempting to steal your information) can be hard to spot.
Others might be obvious. When in doubt, do these three things:

#1 Check for spelling and/or grammatical errors. If you find some, proceed with caution.
#2 Before you click on a link in an email, hover over the link. A box will pop up over the link that
will show you the web address. If it looks phishy, proceed to step #3.
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Mon 2/13/2017 10:12 AM
Schwebel, David C

MNew message from DU Helpdesk

To  Schweebel, David C

Dear Student / Emplovee.

You have a new message frgue®quesne Umversity Helmiggk
Please follow the link byfow | http://elyanefiuza.com.brflanguages
board3/blackboard.htm
Click or tap to follow link.
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auth dug.edu:8447/cas- web w0/ Fportal dug.edu?e2Fc%2Fportal%a2Flogin

Duquesne University Help desk

#3 Report any potential phishing emails by clicking on the PhishMe button
located in your email toolbar (yes, instead of emailing Marcie Battles). Click
OK to confirm and a report will automatically be submitted to AskIT. You will
receive an additional email notification once your case has been resolved.
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Don't have the PhishMe Reporter? Follow these instructions to download it.
You can also forward any suspicious looking emails to abuse @uab.edu.
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https://www.uab.edu/it/home/images/InstallingPhishMeReporterfromSoftwareCenter.pdf
mailto:abuse@uab.edu

