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Abstract
Throughout the world, sensitive personal information is now protected by
regulatory requirements that have translated into significant new compliance
oversight responsibilities for IT managers who have a legal mandate to ensure
that individual employees are adequately prepared and motivated to observe
policies and procedures designed to ensure compliance. This research project
investigates the antecedents of information privacy policy compliance efficacy by individuals. Using Health Insurance Portability and Accountability Act
compliance within the healthcare industry as a practical proxy for general
organizational privacy policy compliance, the results of this survey of 234
healthcare professionals indicate that certain social conditions within the
organizational setting (referred to as external cues and comprising situational
support, verbal persuasion, and vicarious experience) contribute to an informal
learning process. This process is distinct from the formal compliance training
procedures and is shown to influence employee perceptions of efficacy to
engage in compliance activities, which contributes to behavioural intention to
comply with information privacy policies. Implications for managers and researchers are discussed.
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An increasing body of legislative provisions and standards requires that the
privacy and confidentiality of information about students, employees,
patients, consumers, citizens, and others be protected and secured
(Mercuri, 2004; Robinson, 2005; Radcliff, 2007). Many of these regulatory
requirements impose significant burdens on individual employees to
maintain compliant positions. Clerks, salespersons, customer service
representatives, bankers, professors, doctors, nurses, government officials,
and others who directly interact with the public (customers, members,
students, patients, etc.) must ensure that their communication exchanges
(whether in person or via various electronic means) comply with a variety
of requirements governing the format, presentation, distribution, maintenance, storage, and archiving of various data and information items
(Langender & Cook, 2004). See Appendix A for further information
about selected regulations and standards around the world. Without
vigilant compliance by each and every employee, an employer may fail to
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be in compliance, thereby exposing the organization
to significant liability from regulators or from lawsuits.
A survey of over 200 senior managers of healthcare
organizations reveals that data breaches in the U.S.
alone cost the healthcare industry $6 billion annually
(Horowitz, 2010).
Given the present state of privacy compliance among
both public and private sector entities – as evident by the
American Institute of Certified Public Accountants’
(AICPA) recent ranking of privacy compliance as the
second most important managerial concern with regard
to technology management – it is imperative that organizations devote sufficient attention and resources to the
pursuit of privacy compliant behaviour for all employees
(Lacey, 2009). CIOs must focus on all aspects of handling
sensitive information, and must ensure that all employees who interact with such information and with the
public understand and implement the organization’s
policies and procedures. Unfortunately, within an organizational setting, each employee represents a source
of threat to the organization’s security and privacy
regulation compliance and without proper compliance
behaviour from each employee, compliance by the
organization is unlikely (Siponen, 2001; Furnell et al.,
2002; Warkentin & Willison, 2009).
To achieve this imperative, many organizations
(1) implement formal Security Education, Training, and
Awareness (SETA) programmes (Furnell et al., 2002;
Whitman & Mattord, 2004), (2) monitor policy compliance (electronically and through behaviour observation),
and (3) seek to establish an environment that is conducive to employee motivation and intentions to comply
with the information privacy policies. Because even a
minor security infraction dealing with personal data
can have significant consequences for a business or
entity (Straub & Welke, 1998; Dhillon, 2001; Willison &
Backhouse, 2006), practitioners and researchers must
better understand how the informal social learning
environment (as opposed to formal training) can influence employee behaviours that will ensure the privacy
and confidentiality of the patrons who entrusted their
sensitive information to the organization (Vogt, 2005).
Further, scholars suggest that without the aid of SETA
programmes and other measures, the information security and privacy techniques and procedures that organizations do have in place will eventually lose their
effectiveness (Goodhue & Straub, 1989; Hoffer & Straub,
1989; Straub & Welke, 1998; Siponen, 2000).
Prior literature contains many studies that investigate
the components of an effective formal training programme and the impact of formal training on employees
(Mathieu et al., 1992; Sulsky & Kline, 2007). But is an
informal social learning environment capable of supporting, enhancing, or perhaps alternatively, diminishing
the levels of compliance efficacy and intentions among
employees? There is little existing insight into how the
social elements of an organizational setting, also called
external cues, influence employee compliance outcomes.
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Moreover, when the compliance context concerns privacy
and security policy compliance, the scope of empirical
studies from which to inform current research becomes
even narrower. Based on this gap in both the academic
and the practitioner literature, the following research
question is posed:
RQ:

How does the informal social learning environment in
which employees operate influence employee perceptions
of information privacy policy compliance efficacy and
compliance intentions?

These external cues exist in any social setting in which
individuals are exposed to the thoughts, actions, and
verbiage of others (Bandura, 1988; Gist & Mitchell, 1992).
Such cues can be defined as potential sources of influences to an individual, but outside of the direct control of
the individual (Gist & Mitchell, 1992). In terms of
information privacy policy compliance support, external
cues include workplace-related elements of the informal
social learning environment in the form of resources,
experiential learning opportunities, and verbal support
from peers, instructors, or managers that have the potential to influence the compliance efficacy levels and
compliance intentions of those employees that operate
within that environment.
Given the regulatory requirements imposed on organizations within numerous industries, and the steady diet
of reports of non-compliant sanctions imposed by federal
regulatory oversight committees as previously described,
research in the area of employee compliance with
organizational security and privacy regulations remains
necessary and highly desirable. Recent studies in this
area (Herath & Rao, 2009; Johnston & Warkentin, 2010),
while continuing to develop our understanding of compliance motivation and behavioural factors leading to
non-compliance, have yet to consider the influence of
cues in the informal environment in which employees
operate and within which employees are expected to
develop their individual capabilities toward and intentions about compliance.
We aim to illuminate certain vagaries associated with
informal social learning experiences and to clearly
identify how these external cues influence the perceptual
outcomes associated with the informal social learning
environment. We test an application of social learning
theory in a unique context involving compliance efficacy
and intentions. Further, the results provide promising
insights for managers who seek to cultivate a learning
environment in which compliance efficacy is elevated
rather than weakened.

Theoretical framework and research model
Because employee compliance with security and privacy
policies and procedures is so critical, the IS security and
privacy research community has established a significant

Influence of the informal social learning environment

stream of high-quality research that investigates this
specific domain. A large number of studies (see Appendix
B) have examined the issue of compliance or noncompliance with security and privacy policies, focusing
on the intention and behaviour of employees and
examining factors which either hinder or facilitate
compliance with security policies. These studies lead
us to understand that external cues are influential
elements to an individual; however, this influence has
not been examined in an informal social learning
context, and their ability to influence perceptions of
compliance beliefs and intentions has not previously
been established. Social learning theory (Bandura, 1977)
provides a framework for understanding the relationship of external cues and compliance attitudes as it specifically relates to the outcomes of an informal learning
environment to the environmental factors and cognitive
processes individuals experience as part of the learning
process.
Social learning theory (Bandura, 1977) is a prominent
theory for describing the interaction between an individual’s knowledge, experiences, the environment in
which the individual operates and the individual’s behaviour (Rotter, 1960; Bandura, 1968, 1977; Crittenden,
2005). Social learning theory posits that an individual’s
behaviour is the result of a learning process that is
dependent in part on the support present within the
environment (situational support) (Bandura 1977), in
part on the availability of vicarious learning opportunities (vicarious experience) (Kanfer & Ackerman, 1989),
and in part on the feedback obtained from others (verbal
persuasion). Further, Bandura (1977, 1988) contends that
the learning process is continuous and that learning
outcomes can evolve as these factors of situational
support, vicarious experience, and verbal persuasion
change.
By examining the antecedents of compliance selfefficacy from the perspective of social learning theory, a
research model is formed that provides a unique framework for understanding the influence of an informal social
learning environment on individual compliance outcomes. Our privacy compliance research model, illustrated in Figure 1, suggests that external cues within an
informal social learning environment influence employee self-efficacy for completing compliance actions, and
ultimately, behavioural intentions to comply. The inclusion of self-efficacy as a mediating factor between the
effects of external cues on behavioural intent is purposeful and is positioned to remain consistent with the
seminal works of Bandura (1977) in articulating social
learning theory.
Based upon the theoretical framework described above,
the following section provides support for the relationships illustrated in Figure 1 and presents the hypotheses
of the present study. The research model and its
associated hypotheses are grounded in and supported
by extant literature in social learning theory and policy
compliance.
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Figure 1

Privacy compliance learning model (a priori).

Hypotheses development
The concept of self-efficacy (Bandura, 1977) refers to
one’s beliefs in one’s capabilities to successfully engage
in (perform) a specific area of behaviour (or task). Put
another way, self-efficacy is an individual’s expectations
of his or her ability to successfully navigate certain
situations based on a perceived level of capability. Higher
levels of self-efficacy are postulated to lead to approach
vs avoidance behaviour. Self-efficacy expectations are
behaviourally specific (rather than general), so each type
of self-efficacy must be discussed in reference to a specific
behavioural domain (a ‘behavioural referent’) in order
to be meaningful. The concept has been applied to computer skills, learning skills, social skills, and others, such
as mathematics, science, healthcare, repair, computers,
and investing (Mathieu et al., 1993; Marakas et al., 1998;
Torkzadeh & Van Dyke, 2002). Within the specific context of this study, self-efficacy is defined as an ‘individual’s judgment of his or her capability to engage in
activities necessary to comply with information privacy
policies, such as those stipulated by HIPAA’.
High levels of self-efficacy have been repeatedly shown
to be associated with high levels of performance or achievement (Mathieu et al., 1993). Given that behavioural
intent has also been shown to be an antecedent of
actual behaviour, under the right facilitating conditions,
the connection between self-efficacy and intent seems
intuitive. Research grounded in the theory of planned
behaviour further supports this notion, suggesting that
self-efficacy mirrors perceived behavioural control in
terms of its impact on behavioural intentions (Fishbein
& Cappella, 2006). In fact, numerous studies support
such a relationship (Hill et al., 1986, 1987; Carr &
Sequeira, 2007). For instance, in a study of the effects
of family business experiences on entrepreneurial behaviour, Carr & Sequeira (2007) draw upon the theory of
planned behaviour in positioning self-efficacy as having
a direct positive influence on entrepreneurial action.
Their rationale was that intent will be at its highest
level when individuals ‘anticipate that they can perform
the behaviour successfully’ (Carr & Sequeira, 2007,
p. 1091). Further, from a policy compliance perspective,
the positive relationship between self-efficacy and behavioural intent has been demonstrated by Bulgurcu et al.
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(2010) in their study of employee policy compliance.
The works of Johnston & Warkentin (2010), Herath &
Rao (2009), and Sasse et al. (2001) also support the role of
self-efficacy in predicting policy compliance intention.
Rhee et al. (2009) found not only that high levels of
computer security self-efficacy led to increased behavioural intent to strengthen security effort, but also
that self-efficacy was associated with more secure behaviours in practice. (They further suggest that future
research should investigate the role of vicarious learning and other variables in strengthening security selfefficacy.) In the present study, we take a similar posture
and posit that high levels of self-efficacy lead the
employee to have higher levels of behavioural intent to
comply with privacy policy requirements. As such, the
following hypothesis is offered:
H1 An individual’s behavioural intent to comply with
information privacy policy is positively influenced by
his or her self-efficacy regarding the information privacy
policy compliance.
Applying a social learning theory perspective to compliance self-efficacy, Wexley & Latham (1991) determined
that individuals are better prepared when they are
exposed to vicarious experiences of others through observation, are provided with the opportunity to practice
their newly gained knowledge, and are provided with
feedback as to their performance in applying the newly
acquired knowledge. These external cues of vicarious
experience, situational support, and verbal persuasion
have been demonstrated to directly influence levels of
efficacy. It has also been suggested that the absence or
poor conceived presence of any of these cues can had
adverse effects on efficacy (Sulsky & Kline, 2007). By
examining each cue separately, we are able to infer
interesting relationships between the cue and an individual’s perceptions of compliance efficacy.

Situational support
Previous research suggests that employee efficacy levels
can be directly influenced by their informal social
learning environment (Mathieu et al., 1992). Perceived
levels of situational support within the learning environment, such as the presence of supportive materials,
availability of help from others, support from supervisors
or peers, or an adequate amount of time for task
completion can influence expectations for success within
the environment (Peters & O’Connor, 1980; Peters et al.,
1988; Gist & Mitchell, 1992). For instance, Herath & Rao
(2009) positioned resource availability as a direct antecedent of self-efficacy, contending that ‘the presence of
facilitating resources is likely to result in higher levels of
self-efficacy whereas the absence of facilitating resources can represent a barrier to undertaking an action and
thus, result in lower levels of self-efficacy’ (p. 112). Leach
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(2003) further supports this reasoning and contends
that the resources provided by a company in support of
desired security behaviours among their employees will
ultimately dictate the level of employee confidence
needed to perform the desired compliance activities.
From a learning perspective, Mathieu et al. (1992)
determined that severe constraints in situational support
led to decreased levels of learning by reducing the motivation of the employees to perform well in learning
opportunities or in their jobs (Phillips and Freedman,
1984). As these and other scholars espouse, unmotivated
employees are less aware of and less receptive to learning
opportunities (Ralls & Klein, 1991; Mathieu et al., 1992).
As a result, the employees gain less from their learning
opportunities and perceive less value from their informal
social learning experiences (Mathieu et al., 1992). Conversely, environments that provide sufficient supportive
resources, encourage employee compliance, and allow for
an adequate amount of time for compliance could be
perceived by employees as supportive and motivate them
to actively engage compliance learning activities, thereby
leading to higher levels of perceived self-efficacy. Based
on this logic, the following hypothesis is offered:
H2

An individual’s perception of information privacy compliance self-efficacy is positively influenced by situational
support.

To obtain a more complete understanding of the factors
that influence perceptions of information privacy compliance self-efficacy we must also look to the works
of Bandura (1977, 1988) and Gist & Mitchell (1992), who
suggest that organizations provide much more than
mere situational support to their employees’ learning
efforts. Verbal persuasion and vicarious experience are
also important factors leading to the successful learning.
Similar to situational support, these factors are described
as external cues, or factors outside of the control of
the individual but within the auspices of the firm. Also
similar to situational support, verbal persuasion and
vicarious experience are perceptual and are evaluated
at the individual level by those who have been exposed to
them within the firm.

Verbal persuasion
Verbal persuasion refers to feedback or instructions
which are intended to support an individual’s ability to
perform a given task (Bandura, 1977; Bandura & Cervone,
1986). The more supportive the feedback a person receives about accomplishing a task, the more that person is
motivated to complete the task successfully (Bandura,
1986; Bandura & Cervone, 1986). Bandura & Cervone
(1986) determined that the use of feedback which addresses the differential between a person’s performance
and that of a standard or aspiration is an effective means
of modifying perceptions and attitudes.
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Numerous studies have investigated the effects of verbal persuasion in various forms across various contexts.
For instance, Anderson (1995) found verbally persuasive
messages from a friend to be instrumental in motivating
a driver to avoid driving while intoxicated. Also, Van
Vianen (1999) determined verbal persuasion to be a significant factor leading to the formulation of ambition for
a managerial position. Verbal persuasion is particularly
effective if it is focused beyond merely supporting the
individual to complete a particular task (Schunk, 1983;
1984). The more descriptive the feedback is in terms of
outlining performance expectations, the more it impacts
the person’s feelings regarding the task (Bandura & Cervone,
1986).
In the context of this study, it is asserted that verbal
persuasion within the informal social learning environment will motivate employees to be alert and engaged
in learning opportunities, thereby ultimately enhancing their perceptions of compliance self-efficacy. Several
recent studies support this contention, including Johnston
& Warkentin’s (2010) study in which it was established
that persuasive messages from peers and colleagues can
positively influence an individual’s intention to comply
with recommended security actions by stimulating the
individual’s perceived level of self-efficacy to successfully
accomplish the recommended actions. Leach (2003) also
sites verbal persuasion (‘what they are told’) as an influential factor, capable of strengthening an employee’s
efficacy toward the prevention of internal security
threats. Based on this logic, the following hypothesis is
posited:
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Frequently, organizations either promote or require
their employees to spend some amount of time in observation of the actions of others. For new hires, especially,
this time spent ‘shadowing’ a more experienced colleague
or peer can be beneficial in helping them to gain the
confidence needed to complete those tasks expected of
them. Within the context of information privacy policy
compliance, it is expected that employees will be motivated to perform tasks pertaining to the protection of
information privacy by observing the practices of others.
Recent studies support this contention, including Vroom
& von Solms (2004), Leach (2003), and Workman et al.
(2008), suggesting that the efficacy of employees to take
appropriate security actions is positively influenced by
what they see around them and the behaviour of others.
As such, the following hypothesis is offered:
H4

An individual’s perception of information privacy compliance self-efficacy is positively influenced by vicarious
experiences.

These external cues are not controllable by the individual, but are elements of an environment, be it
a workplace or any other organizational setting (Gist &
Mitchell, 1992). These cues act to alter employee perceptions concerning information privacy policy compliance
and the actions necessary to meet that goal. The following section describes the methods for testing the conceptual model and its associated hypotheses.

Method
H3 An individual’s perception of information privacy compliance self-efficacy is positively influenced by verbal
persuasion.

Vicarious experience
Vicarious experience, another external cue of perceived
self-efficacy, refers to an individual’s indirect experience
with a task through observation (Bandura, 1977; Kanfer
& Ackerman, 1989; Gist & Mitchell, 1992). From the
early works of Bandura (1977), vicarious experience is
a key element of social learning theory and has been
attributed to the attainment of desired outcomes due to
its direct positive impact on the efficacy levels of those
in observation (Barclay, 1982). Further, vicarious experience through behavioural modelling has been established as a critical determinant of successful learning
outcomes, especially when the modelling occurs in the
informal, day-to-day type scenario (Manz & Sims Jr.,
1981). For instance, Compeau & Higgins (1995) determined that when some employees were provided the
opportunity to observe other employees interacting
with a computer in their usual work setting, the selfefficacy levels of the observing employees increased
significantly.

Study context and sample
As a strategic objective, organizations seek to ensure
a high level of compliance with emerging privacy policies, especially when they are backed by significant
regulatory sanctions or legal liability. In order to test
our hypotheses, we sought an organizational environment in which privacy compliance is paramount. Given
the regulatory requirements imposed on patient information privacy protection, the healthcare industry serves
as an excellent test bed from which to investigate the
research questions posed by this study. The Health
Insurance Portability and Accountability Act (HIPAA) is
a U.S. regulation designed to protect the privacy and
confidentiality of patient medical information. This
legislation includes both security and privacy provisions
(Fedorowicz & Ray, 2004; Robinson, 2005). Whereas the
security component of HIPAA is intended to stipulate
those mechanisms necessary to protect patient information, the privacy element addresses the issues of limitations, responsibility, and access and control. For this
paper, HIPAA serves as a proxy for privacy policy to which
employees must comply and to which organizations
must provide appropriate formal training so as to facilitate compliance by their employees. In fact, it can
be argued that HIPAA offers the ideal standardized
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formalized privacy policy in widespread use as a compliance mandate for a large population of individuals
(Shen et al., 2006).
The unit of analysis for this research project is the
individual employee of a healthcare organization,
termed a ‘healthcare professional’. Such individuals
include nearly all staff (employees) of organizations
that provide healthcare services to individuals (patients). They may include medical personnel (physicians,
physician’s assistants, nurses, lab technicians, specialists, and other medical personnel) and administrative
(non-medical) staff members (managers, clerks, insurance specialists, administrative assistants, and other
non-medical personnel).
We initially contacted 11 individuals (medical and
administrative professionals) in nine separate and diverse
healthcare organizations. These included four senior nurses
at two separate large hospitals and a large university
health centre, a resident intern at a teaching hospital, an
IT Director at a military base, and other administrative
and medical personnel at a physical therapy facility, a
mental healthcare facility, a low-income clinic, and
several smaller physician clinics. Each first-level contact
(or ‘sampling seed’) was asked to forward the invitation
email to their colleagues within their divisions or
departments at their organization and to ask those
recipients to also forward the email to other healthcare
professionals. The potential maximum number of recipients could be assumed to include all employees of the
nine organizations, which numbered over 2000 at that
time. The seeds of this respondent-driven sampling
method (also known as snowball sampling) were diverse
in terms of healthcare specialization, age, gender,
geographic region, and other characteristics. However,
this method has been challenged due to possible selfselection bias or bias that may arise when the topic of
the survey is controversial (such as drug use) or when
differences in the size of social networks is a factor (e.g.
when some recipients have many more contacts than
others, which could adversely affect the outcome of
research in marketing trends, etc.). None of these reported biases was deemed to apply to the focus of the present
study. In fact, Salganik & Heckathorn (2004) suggest
that respondent-driven sampling methods can generate
results which ‘are asymptotically unbiased no matter how
the seeds were selected’ (p. 193). Recognizing that bias
can result from every sampling method, we find no
reason to presume that our use of the respondent-driven
sampling method resulted in any unacceptable bias that
would jeopardize the results.
Of the entire sampling frame described above, a total of
234 healthcare professionals responded to the survey,
of which 202 responses were valid and usable for analysis. Each of the participants was initially screened using
a filtering question on the survey to ensure that they
indeed handled private information and were subsequently subject to HIPAA. A total of 115 (60%) of the
respondents were female, while 72 (36%) were between
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the ages of 26 and 39. The majority of the respondents
were employed in either public hospitals (37%) or private
hospitals (28%), with 71% of them employed at facilities with 250 or more employees. Also, 46% of the respondents have been healthcare professionals for at least
10 years.
Prior to measure validation and model testing, the
responses were analysed in order to identify response set
(Rennie, 1982). A response set is the tendency among
subjects to respond to questions in a particular way
independently of the content of the items (Kerlinger,
1973; Andrich, 1978). No cases of response set were
detected. Additionally, two tests of common methods
variance were employed. First, Harman’s one factor test of
common methods was conducted with satisfactory
results. An additional test of partial correlation was also
conducted (Podsakoff & Organ, 1986). This procedure
stipulates that the first factor from the principal components analysis should be introduced into the PLS model
as a control variable. This is based on the assumption that
the first factor is the most likely to approximate CMV (if
any bias exists). If the factor produces changes in variance, than it is assumed that CMV is present (Podsakoff
et al., 2003). As anticipated, there were no significant
changes in explained variance. Thus, it appears that
common methods bias is not problematic.

Measures and instrumentation
The present study involves the measurement of five
latent constructs, including self-efficacy, situational support, vicarious experience, verbal persuasion, and behavioural intent. These constructs were measured as
follows:
 Self-efficacy (SEFF) was measured using eight reflective
scale items. The items were adopted and modified from
Bandura (1977) to reflect the context of this study.
 Behavioural intent (BINT) was represented by five
reflective scale items. These scale items were originally
developed by Fishbein & Ajzen (1975), and have since
been used to predict a range of human behaviours (see
Sheppard et al. (1988) for a review).
 Situational support (SS) was measured using six formative scale items. The items were adapted from Peters
& O’Connor (1980) for this research.
 Vicarious experience (VE) was measured via seven
formative scale items. The items were modified from
Bandura (1977) to fit this specific context.
 Verbal persuasion (VP) was operationalized using seven
formative scale items. These measures were adapted
from Bandura (1977), and adapted for this research.
Items for self-efficacy were measured using five-point
Likert scales, where ‘1’ corresponded with ‘nothing’ and
‘5’ corresponded with ‘a great deal’. Behavioural intent,
situational support, vicarious experience, and verbal
persuasion were measured using seven-point Likert scales,
where ‘1’ corresponded with ‘strongly disagree’ and ‘7’
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corresponded with ‘strongly agree’. Appendix C presents
the complete instrument used in this study.
Following established guidelines ( Jarvis et al., 2003;
Petter et al., 2007), the constructs and corresponding
scales used in this study were categorized as either formative or reflective. As previously indicated, situational
support, vicarious experience, and verbal persuasion were
identified as formative, while self-efficacy and behavioural intent were recognized as reflective. Because biases
may occur when formative constructs are misspecified as
reflective (MacKenzie et al., 2005), the constructs were
classified according to the decision rules outlined by
Petter et al. (2007). In summary, these rules concern the
direction of causality among constructs and items, and
the interchangeability, covariation, and nomological net
of the scale items.
Content validity for all instrument scales was established through both literature review and an expert panel
comprised of 12 individuals in both academia and
healthcare. Particularly for formative constructs, content
validity is critical, as removal of items from formative
scales must be theoretically driven and must not compromise scale robustness by removing items that capture
critical dimensions of the latent variables (Diamantopoulos & Winklhofer, 2001; Straub et al. 2004; Petter et al.
2007). Based on the results of the content validity tests,
a final survey instrument was produced consisting of 33
items. An additional seven questions were included for
collecting demographic information such as gender, age,
and workplace characteristics.

Results
As suggested by Gefen et al. (2000), the validity and
reliability of the measures were assessed prior to hypothesis testing. Because the model included formative
constructs, a components-based approach to structural
equation modelling was taken; the calculations were
performed using the SmartPLS software package (Ringle
et al., 2005).

Analysis of reflective measures
Tests were conducted to evaluate the convergent and
discriminant validity and the reliability of reflective
measures. To begin, factor loadings were used to establish
convergent validity. Loadings in excess of 0.70 on their
respective factors are interpreted to indicate convergent
validity (Straub et al., 2004). A second indicator of convergence was also employed. Here, a value above 0.50 for
the average variance extracted (AVE) for each construct is
assumed to indicate sufficient convergence. Tests results
indicate that both of these conditions have been met (see
Table 1).
Discriminant validity is demonstrated when the square
root of the AVE is greater than the correlations between constructs (Bollen, 1989). (The square rooted AVEs
for self-efficacy and behavioural intent are 0.7688 and
0.7221, respectively; their inter-construct correlation
is 0.2103.) For a second test of discriminant validity,
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Table 1

Psychometric properties of reflective measures

Construct

Item

Self-efficacy

Behavioural
intent

AVE

Reliability

Self-efficacy

SEFF1
SEFF2
SEFF3
SEFF4
SEFF5
SEFF6
SEFF7
SEFF8

0.7974
0.8193
0.8871
0.8776
0.9032
0.9396
0.8967
0.8927

0.1053
0.1169
0.1844
0.1711
0.2735
0.2211
0.2017
0.1203

0.591

0.875

Behavioural
Intent

BINT1
BINT2
BINT3
BINT4
BINT5

0.2655
0.1243
0.2421
0.1843
0.2389

0.9334
0.8474
0.7718
0.7973
0.7647

0.536

0.738

individual items may be assumed to possess sufficient
discriminant validity if they load higher on their own
respective construct than on any other latent variable
(Gefen et al., 2000; Straub et al., 2004). As demonstrated
in Table 1, this was true for all items. Based on both tests,
the measures possess sufficient discriminant validity.
Reliability is established by examining the internal
consistency measure for each construct. Constructs which
exceeded the 0.70 level are judged to possess sufficient reliability (Fornell et al., 1982). As shown in Table 1,
the recommended threshold for construct reliability is
exceeded.

Analysis of formative measures
Alternative tests of validity and reliability were conducted on the formative constructs: situational support,
vicarious experience, and verbal persuasion (Petter et al.,
2007). In order to assess convergent and discriminant
validity, patterns of correlation between items and latent
variables are depicted in a modified multi-trait, multimethod (MTMM) matrix (Loch et al., 2003). The matrix is
depicted in Table 2.
Convergent validity is assessed via examination of itemconstruct correlations (Chin, 1995; Diamantopoulos &
Winklhofer, 2001). If items load significantly on their
corresponding constructs, convergent validity is demonstrated. The results indicate that item weights are significant at a 0.05 level of significance, with the exception
of four indicators, SS3, VE2, VP1, and VP5. The four
non-significant items were further analysed according
to prescriptions for interpreting formatively measured
construct results (Cenfetelli & Bassellier, 2009).
The prescriptions developed by Cenfetelli & Bassellier
(2009) distinguish between the relative and absolute
contribution of an indicator to its construct. Relative contribution is the relation between an indicator and a criterion while holding other predictors constant. It is the
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0.643
0.562

0.421
0.560

0.522
0.661

0.245
0.463

0.342

0.385
0.401

0.273
0.454

0.427
0.432

0.398
0.476

0.512
0.533

0.407
0.565

0.547

SS1

SS2
SS3

SS4
SS5

SS6
SS

VE1
VE2

VE3

VE4
VE5

VE6
VE7

VE
VP1

VP2
VP3

VP4
VP5

VP6
VP7

VP

SS1
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0.446

0.429
0.436

0.453
0.528

0.502
0.574

0.471
0.432

0.537

0.295
0.420

0.482
0.510

0.416
0.602

0.465
0.430

0.456
0.409

0.536
0.481

0.523

0.244
0.471

0.678
0.761

0.656
0.543

—

SS3

0.479

0.370
0.491

0.613
0.502

0.534
0.503

0.412
0.655

0.324
0.387

0.516
0.231

0.435

0.456
0.387

0.667
0.712

—
0.638

SS4

0.539

0.528
0.471

0.489
0.620

0.421
0.502

0.398
0.390

0.453
0.321

0.343
0.359

0.451

0.346
0.571

0.619
0.802

—

SS5

0.438

0.451
0.514

0.391
0.498

0.361
0.403

0.428
0.458

0.345
0.319

0.345
0.304

0.461

0.466
0.565

—
0.789

SS6

0.592

0.495
0.361

0.643
0.510

0.492
0.596

0.547
0.408

0.449
0.421

0.517
0.451

0.474

0.412
0.554

—

SS

0.601

0.512
0.539

0.593
0.607

0.583
0.621

0.802
0.601

0.730
0.699

0.702
0.691

0.556

—
0.633

VE1

0.538

0.601
0.723

0.576
0.583

0.415
0.487

0.689
0.549

0.599
0.623

0.564
0.601

0.605

—

VE2

0.467

0.309
0.384

0.532
0.576

0.324
0.463

0.731
0.549

0.633
0.455

0.542
0.621

—

VE3

0.471

0.397
0.380

0.294
0.453

0.385
0.532

0.746
0.401

0.533
0.675

—
0.705

VE4

0.604

0.451
0.578

0.639
0.289

0.556
0.513

0.889
0.485

0.685
0.767

—

VE5

0.591

0.600
0.587

0.563
0.392

0.345
0.487

0.981
0.399

—
0.657

VE6

0.321

0.536
0.630

0.478
0.459

0.467
0.546

0.766
0.453

—

VE7

0.637

0.498
0.520

0.591
0.536

0.432
0.534

—
0.577

VE

Psychometric properties of formative measures

0.691

0.438
0.673

0.651
0.519

0.406
0.598

—

VP1

0.771

0.503
0.487

0.548
0.491

—
0.656

VP2

0.831

0.681
0.436

0.415
0.386

—

VP3

0.799

0.712
0.590

—
0.655

VP4

0.639

0.277
0.475

—

VP5

0.743

—
0.627

VP6

0.724

—

VP7

—

VP
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0.408
0.398

0.457
0.482

0.345

0.576
0.471

0.772
0.902

0.644
0.803

—
0.711

SS2
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importance of an indicator compared to other indicators
of the same construct. Absolute contribution is the relation between an indicator and a criterion, ignoring other
predictors. In some instances it is necessary to consider
both perspectives, in order to develop a more accurate
picture of an indicator’s influence. For instance, an indicator may have a low or non-significant relative contribution to the construct. Despite this, it may still have
an important absolute contribution. It is therefore recommended that when relative contribution (measured in
terms of indicator weights) is low, absolute contribution
(represented by item loadings) should also be considered.
Because four items in this study have a low relative
contribution, it is necessary to consider their unique
relations with their associated constructs. The absolute
contributions for SS3, VE2, VP1, and VP5 are significant.
Their values are 0.721, 0.761, 0.693, and 0.718, respectively. Thus, although the contributions of the indicators
are relatively low compared to other indicators, they have a
strong, bivariate relation to their respective constructs
(Nunnally & Burnstein, 1994). Furthermore, there did not
appear to be any patterns in wording, polarity, or content
among the items that would account for the differences
and no conceptual issues regarding the construct definitions were salient. Thus, there was no theoretical justification for removing the items and rather than discarding the
items and changing the meaning of the constructs, it was
determined that the items should be retained.
Finally, evidence of discriminant validity is presented when items correlate higher with their respective
construct measures than with other construct measures
and their composite values (Loch et al., 2003). The results
of the analysis indicate an acceptable level of discriminant validity (see Table 2).

Structural model
Because the model was comprised of reflective and
formative constructs, bootstrap sampling was used to
test the proposed relationships among the constructs
(Gefen et al., 2000). Path coefficients and t-values were
Table 3
Hypothesis
H1:
H2:
H3:
H4:

SEFF-BINT
SS-SEFF
VP-SEFF
VE-SEFF

SS
VE
VP

obtained through this procedure, and are depicted in
Table 3. The results indicate that all paths are significant
at the ro0.05 level of confidence.
To ensure that self-efficacy mediates the relationship
between each of the external cues and behavioural intent,
Baron & Kenny’s (1986) steps for establishing mediation
were followed. First, it was established that situational
support, verbal persuasion, and vicarious experience are
correlated with behavioural intent. Second, it was determined that each is related to self-efficacy. Third, selfefficacy was found to be related to behavioural intent.
Situational support, verbal persuasion, and vicarious
experience were then entered into the model, but their
paths were statistically insignificant. Thus, as shown in
Table 4, there is sufficient empirical support to conclude
that self-efficacy mediates the relationship between the
external cues (situational support, verbal persuasion, and
vicarious experience) and behavioural intent.
The model’s explanatory power was considered by
observing the R2 of endogenous constructs (Chin, 1998).
As shown in Figure 2, the model accounts for 60.9% of the
variance in self-efficacy and 43.7% of the variance in
behavioural intent. All of the hypotheses are supported.
Finally, several factors were introduced as controls on selfefficacy. They include job title, organization tenure, length
of career as a healthcare professional, gender, age, training
recency, format of training, and total number of employees
at current location. It was found that training recency and
total number of employees were significant (b ¼ 0.1261,
ro0.05 and b ¼ 0.2142, ro0.05, respectively).

Discussion
The findings of this study provide strong evidence for
understanding the influence of an informal social learning environment on employee perceptions of information privacy policy compliance efficacy and intentions.

Path coefficients and their t-values
Path
coefficient (b)

t-Value

Significance

Outcome

0.3763
0.3431
0.2809
0.3145

2.037
2.762
2.664
1.992

ro0.050
ro0.001
ro0.001
ro0.050

Supported
Supported
Supported
Supported

Table 4
External Cue
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Figure 2

Privacy compliance learning model.

Testing mediation effects of self-efficacy

Dependent variable: BINT

Dependent variable: SEFF

Dependent variable: BINT (SEFF included)

b ¼ 0.3121, ro0.05
b ¼ 0.1463, ro0.05
b ¼ 0.2846, ro0.05

b ¼ 0.2875, ro0.05
b ¼ 0.3406, ro0.05
b ¼ 0.1742, ro0.05

b ¼ 0.2185, r ¼ 0.13
b ¼ 0.1409, r ¼ 0.11
b ¼ 0.2863, r ¼ 0.16
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The findings suggest that an employee’s compliance
intentions are formed in part by the direct influence of
his or her compliance efficacy levels and indirectly from
the external cues present within the informal social
learning environment. These results can also provide
guidance for both managerial and research endeavours
involving employee policy compliance, in general, and
information privacy policy compliance, specifically.

Table 5

Managerial implications
Managers wishing to improve individual information
privacy compliance should consider a programme aimed
at improving employee perceptions of support for learning about policy compliance. Such a programme should
focus on manipulating external cues – ambient factors
which affect employee attitudes. Surprisingly, external
cues are not often considered, even though they can be
a cost-effective means of improving learning outcomes.
For situational support, we suggest that managers provide
time and materials that would signal to the individual
employee the value the organization places on information privacy and compliance with information privacy
policies and procedures. To enhance employee perceptions of verbal persuasion, we recommend that managers
make reasonable efforts to convey the importance of the
information privacy policies to the employees, as well as
providing verbal feedback. Finally, to foster learning
through vicarious experience, the IT managers could pair
new employees with mentors, organize group learning
exercises, and facilitate on-the-job training to enhance
practical learning of information privacy procedures.
Suggestions regarding the use of three external cues, perceived situational support, verbal persuasion, and vicarious experience, are provided in Table 5.
Research implications
The application of social learning theory to examine the
influence of an informal social learning environment on
employee compliance outcomes is unique to this study,
but does provide numerous opportunities for future
research in this area. For instance, while the majority of
compliance research has focused on formal training
outcomes, very few studies have focused on the informal
aspects of a workplace and how elements within this
workspace impact employee beliefs, attitudes, and perceptions related to compliance activities. As is evident
from the results of this study, social learning theory
provides a useful lens for conceptualizing the interactions
that take place between an employee and his or her
workplace environment. Also, social learning theory can
be applied within the policy compliance context to
determine the long-term effects of an informal social
learning environment on compliance outcomes, perhaps
uncovering attenuating or intensifying effects over time.
Future research directions
The present study provides strong support for establishing
the antecedents of privacy regulation compliance self-
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Stimulating privacy compliance

External cues

Suggested actions

Situational support





Verbal persuasion






Vicarious experience





Provide adequate time for employees to
complete activities which entail information privacy compliance
Supply all materials necessary for adhering to information privacy policies
Offer regular constructive feedback (both
positive and negative)
Convey the importance of each employee’s participation in formal information
privacy training and policy compliance
Ask how the organization can improve its
formal information privacy training and
be prepared to field reasonable requests
Pair experienced employees with new
hires in learning exercises
Organize group learning exercises
Combine classroom training with on-thejob training to enhance practical learning
of information privacy procedures

efficacy by individual employees. Conducted among
healthcare professionals, its findings can easily be generalized to other employees who must observe protocols to
protect the privacy of other individual-level information.
However, several limitations in our research offer opportunities for future research to continue this work.
Though we had over 200 respondents, they came from
a handful of healthcare-related organizations and further
research should be conducted within a large variety of
organizations of all types throughout the country.
Further, the actual link between self-efficacy and behaviour (actual compliance) should be established in this
context, if possible. For example, laboratory experiments
might be conducted to measure whether those professionals who report higher levels of intent will actually
safeguard information more closely. Alternatively, independent measures for compliance behaviour, such as
system logs or supervisory observations, could be utilized.
Finally, it is possible that organizational size is an
important antecedent if, for example, small facilities
have smaller budgets for training, but may foster a more
information-protective culture. Future research could
target data collection specifically from large and small
enterprises with sufficient statistical significance to
explore this research question, and further information
regarding organizational security budgets and organizational culture could be collected.

Conclusions
In many nations, the privacy of sensitive information is
protected by a myriad of laws and restrictions, and the
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job of ensuring compliance is increasingly falling on
IT directors. The results of this investigation provide
guidance to all managers concerned with regulatory
compliance involving individual employee behaviour,
especially where consumer privacy is concerned. To
ensure that the staff actually complies with the privacy
provisions of such regulations, managers must pursue
technical and behavioural controls that have been
proven to be effective in supporting the goals of such
legislation.
Our findings indicate that social elements of an
organizational setting (external cues) do influence employee information privacy compliance self-efficacy by
manipulating the degree to which the employees perceive their informal social learning environment as
either supportive or detrimental to their ability to carry
out compliance activities. The study results suggest that
organizations can provide a supportive work environment that facilitates high levels of compliance selfefficacy by ensuring that employees (1) are provided
with the right tools and opportunities (situational
support) to complete their jobs and actually protect
the privacy of sensitive information, (2) are provided
with adequate feedback and instruction (verbal persuasion) in support of privacy policy compliance, and (3) are
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given the opportunity to learn from each other (vicarious
experience). The findings also indicate that these external cues also have a downstream influence on employee information privacy policy compliance intentions
and that their influence is mediated by perceptions of
self-efficacy.
In summary, as concerns over privacy regulations
continue to shape the manner in which organizations
manage consumer and employee data, managers, IT
and otherwise, must ensure that their employees are
properly supported in the management of sensitive data.
Maximizing the effectiveness of the informal social
learning environment is critical to the success of each
employee and the entire organization toward compliance
with privacy provisions. As such, management must
consider any and all factors which may influence employee learning outcomes, including social factors critical to
social learning opportunities. This study identified three
social-oriented, supportive elements within organizational settings that have the potential to positively influence how employees react to learning opportunities
and subsequently improve efficacy toward compliance
actions. Understanding the source of employee perceptions is only a first step, but does give the organization an
advantage in the compliance struggle.
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Appendix A
Privacy laws and regulations
In the 21st century, IT directors, Chief Information
Officers (CIOs), Chief Security Officers (CSOs), and Chief
Privacy Officers (CPOs) are responsible for ensuring
that their organizations are in compliance with an everexpanding alphabet soup of governmental regulations
and requirements, industry standards, and international
conventions that relate to security and privacy of sensitive information (Dinev et al., 2006). Many organizations
have placed responsibility for regulatory compliance in
the hands of IT directors. In the U.S., these regulations
include the Privacy Act of 1974, the Fair Credit Reporting Act of 1988, the Video Privacy Protection Act of
1988, the Children’s Online Privacy Protection Act
(COPPA) of 1998, the Sarbanes-Oxley Act (‘SOX’), the
Gramm-Leach-Bliley Act (GLBA, also known as the
Financial Modernization Act of 1999), the Health Insurance Portability and Accountability Act (HIPAA) and the
‘HITECH ACT’ which amended it in 2009, the Family
Educational Rights and Privacy Act (FERPA), the Patriot
Act, California’s Security Breach Notification Act (SB1386 and 45 other similar state breach notification laws),
various banking regulations, credit card company requirements, and others. (The 2009 HITECH Act reaches
far beyond healthcare providers by requiring data protection practices by business partners and vendors who
handle protected health information, while also adding
requirements for data breach notification.) Further,
publicly traded firms in the U.S. must comply with
Securities and Exchange Commission (SEC) provisions,
FASB, and PCAOB. The Cable Communications Policy
Act of 1984 requires cable companies to obtain subscriber
consent whenever they collect or distribute personal
information and the Cable TV Privacy Act of 1984
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prevents disclosure of subscribers’ viewing habits without
their prior written consent (Bloom et al., 1994).
Various U.S. states have enacted specific regulatory
compliance mandates concerning categories of medical
information, such as HIV status and mental health diagnoses, creating a complex mosaic of compliance requirements, especially for medical practices that operate across
state lines (Langender & Cook, 2004). As medical diagnostic procedures are offshore outsourced, compliance
with privacy mandates will be the most important risk to
the development of global medical information networks
(Gupta, 2008).
Canada’s PIPEDA governs the collection, use, and disclosure of personal information by private entities, plus
various Canadian provinces have additional privacy regulations, such as Ontario’s Personal Health Information
Protection Act and personal information privacy acts in
Quebec, Alberta, and British Columbia.
The European Union (EU) mandates further information-related rules, some of which affect U.S. companies doing business in Europe. The EU Data Protection
Directive (Directive 95/46/EC) regulates the collection,
storage, and use of personal data within the European
Union, requiring companies within the member states
to comply with specific provisions. Other EU regulations
include provisions to maintain the privacy of information in banking (Basel II and MiFID), telecommunications (Data Retention Directive 2006/24/EC), and other
areas. The U.K.’s Data Protection Act (DPA) mandates
eight privacy and disclosure provisions for all organizations that collect and store personal information.
Many firms throughout the world also seek ISO17799
compliance status, placing further compliance burdens
on CIOs.

Employees/Multiple
Organizations

Employees/Multiple
Organizations

Employees/Multiple
Organizations

Bulgurcu et al.
(2010)

D’Arcy et al. (2009)

Herath & Rao
(2009)

Faculty, staff and
students at a large
university

Employees/
Organization (1)

Boss et al. (2009)

Johnston &
Warkentin (2010)

User base/context

Author (Date)

Appendix B

Experiment

Field study: data
collected via surveys

Field study: data
collected via surveys

Field study: data
collected via surveys

Field study: data
collected via surveys

Perceived threat severity, perceived threat
susceptibility, self-efficacy, response
efficacy, social influence, behavioural
intention

Punishment severity, detection certainty,
perceived probability of security breach,
perceived severity of security breach,
security breach concern level, response
efficacy, response cost, security policy
compliance intention, security policy
attitude, self-efficacy, subjective norm,
descriptive norm, resource availability,
organizational commitment

IS misuse intention, perceived certainty,
perceived severity, user awareness of y
security policies, SETA programme,
computer monitoring

Information security awareness, perceived
benefit of compliance, intrinsic benefit,
safety of resources, rewards, perceived cost
of compliance, work impediment, perceived
cost of non-compliance, intrinsic cost,
vulnerability of resources, sanctions,
attitude, normative beliefs, self-efficacy
to comply, intention to comply

Specification, evaluation, reward,
mandatoriness, general precautions,
computer self-efficacy, apathy

Constructs

Investigates the influence of fear appeals on end-user
compliance with computer security recommendations.
Results suggest fear appeals influence end-user behavioural
intentions but not uniformly. Perceptions of self-efficacy,
response efficacy, threat severity, and social influence also
play a role.

Findings suggest that organizational commitment and
social influence increase compliance intentions. Policy
attitudes influenced by severity of breaches, response efficacy,
self-efficacy and response costs. Employees underestimate
probability of security breaches.

Extends general deterrence theory by examining security
countermeasures (security policies, SETA programme,
computer monitoring) as antecedents to perceived certainty
and severity of sanctions. Findings suggest that all three
countermeasures deter IS misuse intentions. Perceived
severity of sanctions (as opposed to certainty of sanctions)
is most effective at deterring IS misuse.

Findings suggest that employee intention to comply
with information security policy is influenced by attitude,
normative beliefs, and self-efficacy to comply. Employee
attitude is influenced by benefit of compliance, and costs
associated with both compliance and non-compliance
which are beliefs about overall consequences of compliance/
non-compliance. Information security awareness positively
influences attitude and outcome beliefs.

Using organizational control as a lens, a model is built to
explain security precaution-taking behaviour. Results find that
specifying policies and evaluating behaviours influences the
perceived mandatoriness of security policies. Mandatoriness
effectively motivates individuals to take security precautions.

Description

Select employee security/privacy policy compliance literature

Methodology

Table B1
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User base/context

Employee/
Organization

Employees/Multiple
Organizations

Employees in one
organization and
part-time graduate
students

245 Employees/
Organization (1)

Employees/
Organization (1)

Author (Date)

Leach (2003)

Lee & Larsen (2009)

Myyry et al. (2009)

Pahnila et al. (2007)

Sasse et al. (2001)

Table B1 Continued
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Field study: data
collected via mixed
methods (surveys,
secondary data,
interviews)

Proposes and tests a theoretical model explaining employees’
IS security policy compliance. Employees’ attitude, normative
beliefs and habits have significant effect on intentions to
comply with security policy. Threat appraisal and facilitating
conditions impact attitude but coping appraisal does not.
Sanctions do not influence intentions to comply. Rewards did
not influence actual compliance.
Presented examples of how undesirable user behaviour
with passwords can be caused by poorly designed and
implemented procedures that conflict with task demands
and are inconsistent with characteristics of human memory.
Findings also suggest the importance of motivation and
training to address seven issues that lead to undesirable
password behaviour including low probability and severity
of threat, low perceived response efficacy and social issues
such as trust vs paranoia. Findings seem to suggest that
employees who feel a stronger sense of organizational
commitment are more careful with their password behaviour.

Memory decay, password count, use
frequency, punishment, awareness, and
others.

Applies concepts from moral reasoning and values to
understand compliance with IS security policies.
Preconventional moral reasoning, which focuses on fear of
sanctions, had a positive influence on both hypothetical
and actual compliance. Openness to change and
conventional moral reasoning were negatively associated
with compliance behaviour.

Sanctions, threat appraisal, coping appraisal,
normative beliefs, information quality,
facilitating conditions, habits, rewards,
attitude toward complying, intention to
comply, actual compliance

Preconventional reasoning, conventional
reasoning, postconventional reasoning,
values

Field study: data
collected via surveys

Threat and coping appraisal were found to predict adoption
intentions of anti-malware software by small- and mediumsized business executives. Vendor support facilitated adoption
for IS experts/IT intensive industry while IT budget facilitated
adoption for non-IS experts/non-IT intensive industry
groups.

Suggests strengthening the employees’ psychological
contract with the organization in order to reduce the
internal security threat.

Description
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Field study: data
collected via surveys

Perceived severity, perceived vulnerability,
response efficacy, self-efficacy, response
cost, social influence, adoption intention

Body of knowledge, senior management
and colleagues demonstrated behaviours,
user’s security common sense and
decision-making skills, effort required for
compliance and temptations not to comply,
user’s psychological contract with their
employer, user’s personal values and
standards of conduct, user security
behaviours

Constructs

Field study: data
collected via surveys

Conceptual

Methodology
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1167 Employees/
Organizations (various within the U.S.)

Employees/Multiple
Organizations

Organization level

588 Employees/
Organization

Stanton et al. (2005)

Straub (1990)

Vroom & von Solms
(2004)

Workman et al.
(2008)

Source: Adapted from Anderson & Agarwal (2010).

Employees/Multiple
Organizations

Siponen & Vance
(2010)

Field study: data
collected via surveys
& secondary data

Conceptual

Field study: data
collected via surveys

Field study: data
collected via surveys

Field study: data
collected via surveys

Perceived severity, vulnerability, locus of
control, self-efficacy, response efficacy,
response cost, subjective omission of
security

Employee behaviour, organizational culture,
organizational behaviour

Deterrent certainty, deterrent severity,
computer abuse, rival explanations

Password management behaviours,
password sharing behaviours,
organizational support of security-related
behaviours

Defence of necessity, appeal to higher
loyalties, condemn the condemners,
metaphor of the ledger, denial of injury,
denial of responsibility, neutralization,
formal sanctions, informal sanctions,
shame, intention to violate IS security
policy

Proposes and tests a threat control model to explain why
users who know how to protect their systems fail to do so.
Findings suggest threat assessment and coping assessment
influence subjective and objective omissive behaviour.
Self-efficacy and locus of control drawn from Social
Cognitive Theory affect omissive behaviours.

Argues that auditing employee security behaviour is difficult.
Proposes an alternative to auditing which is to create a more
information security-conscious organizational culture.

Findings suggest deterrence measures such as policies and
guidelines about appropriate system use and penalties are
effective at improving security while other alternative
explanations such as motivational and environmental factors
were found to be insignificant.

Created a taxonomy of end user security-related behaviour
along two dimensions: level of technical knowledge required
and intentionality of behaviour. Tested taxonomy via a survey
to identify six categories of end users. Evidence that
good password behaviour is related to training, awareness,
monitoring and motivation.

Results suggest that neutralization theory provides an
explanation for IS security policy violations. When
neutralization is incorporated in the model, no effects of
general deterrence theory are significant.
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Appendix C

Table C1

Instrument items

VarName

Instrument item

SS1
SS2
SS3a
SS4
SS5
SS6
VP1a
VP2
VP3
VP4a
VP5a
VP6
VP7
VE1
VE2a
VE3
VE4
VE5
VE6
VE7
BINT1
BINT2
BINT3
BINT4
BINT5
SEFF1
SEFF2
SEFF3
SEFF4
SEFF5
SEFF6
SEFF7
SEFF8
JOBTITLE
WORKFOR
TOTEMPS
CARLENG
TENURE
GENDER
AGE

I find that my organization’s resources effectively support HIPAA compliance.
I am comfortable complying with HIPAA privacy policies within my organization.
I wish I had better resources with which to aid HIPAA compliance.
I feel like I have someone to ask if I have questions about HIPAA compliance.
I feel as though I have adequate time to comply with HIPAA requirements.
I feel as though my supervisors support my HIPAA compliance actions.
I tend not to believe others when they tell me I can comply with HIPAA.
I often get important feedback from administrators about HIPAA compliance.
Listening to others discuss HIPAA compliance gives me useful information for compliance.
I learn little about HIPAA compliance from the suggestions of others.
The feedback I receive from others does not help me comply with HIPAA.
When people I respect tell me I can comply with HIPAA, I tend to believe them.
Feedback from my peers is valuable to me.
I am able to improve my compliance with HIPAA by noticing the errors that others make.
The things I learned in training do not help me comply with HIPAA.
When I see others not comply with HIPAA, I am able to learn how to comply with HIPAA more effectively.
I have developed confidence in my ability to comply with HIPAA by observing the mistakes that others make.
I have had meaningful opportunities to observe others comply with HIPAA.
Watching others make mistakes has taught me how to comply with HIPAA.
I have learned how to be HIPAA compliant by watching others.
I intend to continue to protect patient privacy.
I plan to continue to safeguard patient privacy.
I predict that I will not continue to protect patient privacy.
I plan to routinely observe HIPAA guidelines.
I predict that I will observe HIPAA procedures.
How much can you do to protect the confidentiality of patient medical data?
How much can you do to ensure HIPAA compliance?
How much can you do to influence the privacy of patient data?
How much can you do to ensure that other healthcare workers follow HIPAA guidelines?
How much can you do to ensure patient information privacy?
How much can you do to control the use of patient data so that it is HIPAA compliant?
How much can you do to safeguard the privacy of patient records?
How much can you do to reduce violations of patient privacy policies?
What is your job title?
Who do you work for?
About how many total employees work at your location for your employer?
How long have you worked as a healthcare professional (in your career)?
How long have you worked at your current organization (employer)?
Please indicate your gender.
What is your age?

a

Reverse coded.
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