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Export Controls and Restricted Party Screening 

The process of conducting ongoing restricted party (or denied
party) screening, prior to engaging in activities which could result in
export control violations, is a critical component of the UAB Export
Control Compliance Program. They help to determine whether or not an
individual or entity is named on a restricted, denied, debarred,
designated, or blocked party list. If the individual or entity is named on
one or more of these lists, we may be prohibited from doing business
with them or providing services to them. Further analyses of the
screening results would be warranted.



Export Control Regulatory Governance

U.S. Export Control regulations across various Federal 
governing agencies broadly restrict a U.S. person from conducting or 
facilitating an export, re-export, or deemed export, with watch-listed 
persons or entities who have been flagged because of national security, 
nuclear, chemical/biological, economic sanctions, or other federal 
concerns. Federal governing agencies include, but are not limited to, the 
Departments of State, Commerce, and Treasury. Also note that for 
export control purposes, an “entity” includes U.S. institutions as well, 
such as UAB. 



Who Is a “U.S. Person” Under Export Control Regulations? 

A “U.S. person” under Export Control regulations, includes any individual who is:

a U.S. Citizen; 
a Lawful Permanent Resident Alien of the United States (e.g., “green card” 
holder); or a protected individual as defined by 8 U.S.C. § 1324b(a)(3) (e.g., 
foreign persons, such as refugees and asylees, who are protected persons and 
considered U.S. persons for export control purposes). 
Corporations incorporated in the United States are U.S. persons for purposes of 
the ITAR and EAR. 



Who Is a “Foreign Person” Under Export Control Regulations? 

Conversely, a “Foreign person” is defined under export control regulations to mean 
any   individual who is not a “U.S. person” as defined above, including the following:

any foreign person who is physically located in a foreign country, or 
any foreign person who is physically located in the U.S. on a temporary work visa,       
who does not have lawful permanent resident alien status(e.g., a green card holder); or 

any foreign person not legally authorized to live in the U.S. as a refugee or asylee.

A “foreign person” also includes: 
a) foreign corporations not legally incorporated/organized to conduct business in the U.S.; 
b) international organizations; and
c) foreign government entities.



Examples: When Restricted Party Screening Should Be Conducted

Financial transactions with an international element (e.g., purchases from international 
vendors, reimbursements to international parties)

Awards or agreements with international entities (e.g., contracts/grants, sales and service, 
subawards, gifts)

Formal international collaborations (e.g., visiting scholars & postdocs, Memorandums of 
Understanding with international institutions, or Non-disclosure Agreements with 
international entities)
International shipments (e.g., physical transfers outside the U.S., transfers of controlled 
technology inside or outside the U.S.)



Examples: When Restricted Party Screening Should Be Conducted

China Cuba Hong 
Kong Iran Iraq

North 
Korea Russia Sudan Syria Ukraine

Venezuela

In addition to the above situations, extra care must be taken when engaging in activities with Comprehensively 
Sanctioned Countries and Regions. Please work with the Director of Export Control & International Compliance prior 
to working in, or with entities located within, any of the following areas:



Restricted Party Listings: Identifying Restricted Parties  

Restricted Party Listings identify persons and entities based both in the United States 
and internationally. Currently, a considerable number of international institutions are 
Restricted parties, including research universities and institutes. Conducting UAB 
transactions with such persons or entities may be subject to license approval or a 

presumption of license denial, depending on the person, entity, and basis of agency 
control. Acting without a required license may result in significant personal as well as 

institutional sanctions and penalties.



How is Restricted Party Screening Conducted at UAB?

As a premier research institution and 
academic medical center, UAB uses the 
Visual Compliance Research EditionTM

software to screen individuals and other 
entities against mandatory "Restricted" 
and "Denied Parties" lists maintained by 
the various U.S. government entities; 
foreign allies; world organizations; and 
law enforcement agencies. Visual 
Compliance is licensed by DecartesTM, 
formerly known as eCustomsTM. 



How is Restricted Party Screening Conducted at UAB?

The Visual Compliance software features a 
“dynamic screening” processing capability. This 
allows for an individual to perform a one-time 
regulatory screening of an exact party, to then 
receive automated notifications of any later 
changes to the initial screening results. Visual 
Compliance is widely referred to as the industry 
standard regulatory screening software within 
the U.S. research community and in institutions 
of higher education overall.

For Visual Compliance software access and 
training, please contact the UAB Director of 
Export Control & International Compliance at
exportcontrol@uab.edu

mailto:exportcontrol@uab.edu


Visual Compliance Restricted Party Screening Report
(Note: Actual Restricted Party’s personally identifiable information has been replaced with that of a fictitious character.) 

In this fictitious example of a Descartes 
Visual Compliance Restricted Party 
Screening report for Mickey Mouse, a 
prospective international graduate student:
• There were no matching records found 

to indicate party risk alerts regarding 
Mickey as an individual party.

• However, export control country risk 
alerts existed for Pakistan at the time of 
the screening.



Decartes Visual Compliance List of Authorities 

.  AECA Debarred Parties [DDTC]
· AFOSI - Top Ten Fugitives
· ATF Most Wanted
· Australia - ASPI, China Defense Universities Tracker
· Australia Foreign Affairs Consolidated List
· CIA Chiefs of State and Cabinet Members (PEP)
· CPSEP Listed Entities
· Canada Economic Sanctions
· Canadian Border Services Agency Wanted List
· Cuba Restricted List
· Denied Persons List [BIS]
· Dept of State Presumption of Denial
· Designated Terrorist Organizations
·

· Entity List [BIS]
· European Union Consolidated List
· Europol Most Wanted Fugitives
· FBI Kidnappings and Missing Persons
· FBI Most Wanted Terrorists
· FBI Seeking Information
· FBI Ten Most Wanted Fugitives
· FBI Wanted Fugitives
· FDA - Clinical Investigators
· FDA - Debarment List
· FDA - Disqualified and Restricted
· FinCEN Section 311 - Special Measures
· Foreign Sanctions Evaders

Actual List of Authorities on December 2, 2022, at 11:14 PM UTC
Fictitious Example (Mickey Mouse)  - Decartes Visual Compliance Restricted Party Screening 



· GSA Excluded Parties - Nonprocurement
· GSA Excluded Parties - Procurement
· GSA Excluded Parties - Reciprocal
· HM Treasury Consolidated List
· Homeland Security Investigations Most
· ICE Most Wanted
· Interpol Recently Wanted
· Japan Foreign End-Users of Concern
· Kingdom of Saudi Arabia Wanted Militants
· List of Foreign Financial Institutions Subject to   
Correspondent Account or Payable-Through 
Account Sanctions (CAPTA List)
· Munitions Export Control Order [DDTC]

· NCIS Wanted Fugitives
· Nonproliferation Orders
· OIG List of Excluded Individuals/Entities
· OMM Vessels Blacklisted in Annex III of UN Resolution 
2270 (2016)
· OSFI Consolidated List - Entities
· OSFI Consolidated List - Individuals
· OSFI Warning List
· PHS Administrative Actions Listing
· Palestinian Legislative Council List [OFAC]
· RCMP Wanted Fugitives
· Sectoral Sanctions Identifications
· Senior Political Figures and Oligarchs in the Russian 
Federation

Decartes Visual Compliance List of Authorities 

Actual List of Authorities on December 2, 2022, at 11:14 PM UTC
Fictitious Example (Mickey Mouse)  - Decartes Visual Compliance Restricted Party Screening 



· Specially Designated Nationals and    
Blocked Persons [OFAC]
· Terrorist Exclusion List
· U.S. DEA Major Fugitives
· U.S. Federal Register General Orders
· U.S. Marshals Service - Fugitives
· U.S. Marshals Service Most Wanted
· U.S. Postal Inspection Service
· U.S. Secret Service Most Wanted
· UN Designated Vessels Pursuant to 
Resolutions 1718 and 2270
· UN Port Ban Vessels

· US - BIS, Military-Intelligence End User 
(MIEU) List
· US - DoD, Department of Defense Military List
· US - Malign PRC Companies on Major Indices
· US - Military End User (MEU) List
· US - Non-SDN Menu-Based Sanctions (NW-
MBS)
· US - OFAC, Non-SDN Chinese Military-
Industrial Complex Companies List
· United Nations Consolidated List
· Unverified List [BIS]
· WMD Trade Control Designations [OFAC]
· World Bank Listing of Ineligible Firms
· Unitracker and NDAA List
· ZTE Huawei Master List

Decartes Visual Compliance List of Authorities 

Actual List of Authorities on December 2, 2022, at 11:14 PM UTC
Fictitious Example (Mickey Mouse)  - Decartes Visual Compliance Restricted Party Screening 



Updates To The Lists of Authorities 

U.S. government agencies routinely update their lists, which are 
consolidated in the Consolidated Screening List (CSL) to help avoid prohibited 
transactions. The CSL is a list that U.S. governing agencies, including 
Departments of State, Commerce, and the Treasury, maintains restrictions on 
certain exports, reexports, or transfers of items. UAB uses the Visual 
Compliance Research EditionTM software for this purpose. Each of the 
governing Federal agencies specifies their respective prohibited parties 
(persons and entities) through publication in the Federal Register. 



Enrolling in the Decartes Visual Compliance Screening 
Software Platform

The DecartesTM Visual Compliance 
Research EditionTM software is available 
to all UAB enterprise unit personnel, as 
authorized by unit leadership.  Please 
contact the Director of Export Control & 
International Compliance to find out 
more, at exportcontrol@uab.edu.  

mailto:exportcontrol@uab.edu


Coming up in our next issue of Export 
Controls In a Nutshell Series:

 Conducting UAB Research Abroad



UAB Export Control Resources 

Marilyn Thomas, Director
Export Control & International Compliance

Office of Research Regulatory Oversight
(205)996-2735

exportcontrol@uab.edu

https://www.uab.edu/exportcontrol/

UAB Export Control Website:

For Specific Export Control Questions Contact:



Export Controls
In a Nutshell Series

Thank 
You!
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