VPN and Remote Desktop Connection for Mac

To install the Cisco AnyConnect VPN for Mac OS X, go to www.uab.edu/vpn. From
this site (shown below), select AnyConnect Mac OSX VPN software.
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. Virtual Private Network (VPN)

A Virtual Private Network is a combination of tunneling, encryption, authentication, and access control technologies and services used
to carry traffic over the Internet and the UAB campus network. VPN traffic can use any combination of access technologies including T1,
frame relay, ISDN, ADSL, cable, ATM or simple dial access.

WPN's are used to connect remaote users to UAB campus resources that are restricted for reasons of security and/or licensing
constraints. In other words, VPN's make it possible for you to use any Internet Service Provider and any of the remote access
technologies that they provide to reach networked resources on campus that are not open to the general public. In a remote access
VPN, a user accesses a service provider's point of presence, establishes a tunnel back to the UAB campus over that provider's network
or the Internet, and authenticates the user to gain access to the UAB network. You authenticate using your BlazerlD and password in
order to be authorized as a UAB network user.

Note for Health Systems Users: You may be required to utilize VPN software provided especially for use with the Health Systems.
Network. Please contact the HSIS Help Desk at telephone 934-8888, or e-mail them at srquest@uabme.edu.

For a more secure connection, UAB offers Two-Factor authentication, available for Department use only.
Preferred Client, Administrator rights required.

AnyConnect Windows VPN Software for 32 and 64 bit systems.

UABSecureAccess profile. Create a folder "Profiles” under folder "Cisco Anyconnect Client”. Place in folder ‘Profiles’
AnyConnect Mac OSX VPN software.

Users please note: select "UABSecure Access” from dropdown unless otherwise instructed

Optional vpn clients and settings

You'll then be prompted to authenticate in order to download this software. Enter
your BlazerID & password here...

To view this page, you must log in to area
“BlazerlD_and_Password” on www.uab.edu:443,

Your login information will be sent securely,

Name: |

Password: | |

[ | Remember this password in my keychain

| Cancel | [ Login |

Once downloaded, you can run the installation file, found in the Downloads folder to
the right of your dock, as shown here.



. anyconnect-macosx-i386-3.1.06073-k9.dmg

Run the AnyConnect installation package from this folder once it mounts.

800 | AnyConnect 3.1.06073
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AnyConnect Secure Mobility Client

Install to your system’s hard drive, as shown below.

80,0 w# Install AnyConnect Secure Mobility Client a8

Select a Destination

Select the disk where you want to install the AnyConnect
@ Introduction Secure Mobility Client software.

@ License

& Destination Select

@ Installation Type

@ Installation Macintosh HD AnyConn....1.06073
228.59 GB available 4.7 MBE available
@ Summary 249.2 GB total 14,7 MB total

; : |Disk: Macintosh HD
Installing this softVpeyice: diskos2 pace.
fAvaiiable: 228.59 GB available
‘Size: 249.2 GB total .
¥You have chosen {System: Mac 0S X, 10.8.5 he disk

“Macintosh HD". |Build: 12F2560
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Once installed, the AnyConnect VPN Client can be found under the Cisco folder in
your Applications.
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Campus VPN: When run for the first time, the connect/address bar will be empty.
Campus VPN users enter vpndpo.dpo.uab.edu as shown here, then click Connect.

AnyConnect ot ]is
800 Secure Mobility Client CIScO

VPN:
Ready to connect.

|v | | Connect |

Web Security:

No License Key.

Manual




Upon the first time connection of the VPN software, you’ll need to make the
following selections/entries.

UABSecureAccess from the Group drop-down, and enter your BlazerID & password
for the Username & Password fields, then click Ok.

Cisco AnyConnect | vpndpo.dpo.uab.edu

M Please enter your BlazerlD and password. For group select
H "UABSecureAccess” unless directed otherwise.

Group: | UABSecureAccess Y

Username: enter your BlazerlD here

Password: |

UAB IT Address: 1530 3rd Ave South, Birmingham, AL
35294-2080

| Cancel I[ oK

AnyConnect i fret]
8.0.0 Secure Mobility Client CISCO

VPN:
Connected to 758vpndpol.dpo.uab.edu.

UABSecureAccess

IPv4

Web Security:

No License Key.

Manual

The VPN should now be connected.



On future use of the VPN software, after the first run & configuration, it should auto-
direct the use of the UABSecureAccess group, and you can just click Connect.

' e VPN:

Please enter your BlazerlD and password. For group select "UABSecureAccess”
unless directed otherwise.

| UABSecureAccess

T] | Connect |

At that point you’ll only need to enter your BlazerID & password before clicking Ok.

Cisco AnyConnect | UABSecureAccess

% Please enter your BlazerlD and password. For group select
"UABSecureAccess" unless directed otherwise.

Username: enter your BlazerlD here

T
Password: |

UAB IT Address: 1530 3rd Ave South, Birmingham, AL
35294-2080

|  Cancel |[ oK J




How To Install and Configure Remote Desktop on a
Mac For A Campus Connection

On your work desktop computer:

Before you begin on your Mac you’ll need the IP address from the computer you're
going to be connecting to at work. The easiest way to get this is from the MyPCinfo
word document located on your Desktop. The file looks like this

or

Your IP address will be listed in this document. It should start with 138. Be sure you
write this number down.

On vour Mac:

Navigate to the App Store

A
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Search for Microsoft Remote Desktop 10 on the App Store.

Click

G

to download the application.



When the app opens, click the blue “Add Desktop” or “Add PC” button.

Microsoft Remote Desktop

9 ST verspsces

Add PC
Add Workspace

Add Desktop

Enter the IP address from your desktop that you wrote down earlier in the “PC
name:” box.

Microsoft Remote Desktop

Workspaces

PC name:
User account: Ask when required
General Display Devices & Audio Folders

Friendly name:

Group: Sawved PCs

Gateway: Mo gateway

~ Reconnect if the connection is dropped
Connect to an admin session
Swap mouse buttons

Cancel

From the “User Account:” dropdown box, choose “Add User Account”. In the
“Username:” box, enter uab\your BlazerID. For example, if your BlazerID is jsmith,
you will enter uab\jsmith. Enter your BlazerID password in the “Password:” box.
Click “Add” or “Continue” button.



Microsoft Remote Desktop

PCs Workspaces

i

Enter Your User Account

This user account will be used to connect to 192.168
(remote PC).

Username: |

Password:

Show password

Click “Add” button at the bottom of the window to save the connection.

To begin your remote connection:

Launch the Cisco AnyConnect VPN application.

Click “Connect”.

Enter your BlazerID password.

Click “Ok”.

Launch Microsoft Remote Desktop 10.

Double-click on your connection.

If asked for your password, enter your BlazerID Password.

Nos W

If you have any questions, please call the DOM-IT Help Desk domhelp@uab.edu or at
975-4357.



