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External Clinical Trial Monitor Requests for EHR Access

(Coordinator Instructions)

Below you will find the process for obtaining Cerner IMPACT view-only access for research monitors.

1.

Initial Visit (This process should be initiated at least 30 days prior to the Monitor’s Initial Visit):
Once a UAB research coordinator is notified of a monitor’s upcoming visit, the coordinator

should go to the Health System Information Services portal to enter an account request.
https://uabmedicine.sharepoint.com/sites/hsisportal
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HEALTH SYSTEM INFORMATION SERVICES

Welcome to Health System Our portal offers quick online access to a broad range of IT services and information, including

Information Services
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The portal also lets you see the status of our primary systems, reset your password, view
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2. Click on Account Management

If you are having trouble finding what you need, click the Request Catalog icon to access the full list of request types and a Search Bar.
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3. Choose ‘External Account Request’

@ Home  Change Calendar

Account Management

m - Request or teminate o UABMC ID account.

ACCOUNT IENT &

Internal Account Request
Do you need to request a

count or modifications to an existing UAB Medicine account?

External Account Request

Do you need to request a n count or modifications to an existing UAB Medicine account?

Extend Vendor Access

Are you a vendor who needs to request an extension of access?

IMPACT/Cerner/PowerChart Training Request
Doyou need training for IMPACT, Cerner or PowerChart?

Omnicell Account Change Request
Do you need to make  change to an existing Omnicell account?

Omnicell Account Request
employee

<ds to request a new Omnicell account?

Areyou an e

Omnicell Password Reset Request
Are you in need of a password reset for your Omnicell account?
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10.

Complete all fields indicating this is a ‘new account’.
Indicate the following: The account is for a research monitor, the estimated start date, the
purpose of the request is for ‘research’, and how long the account will need to be active.
Fill in the user’s info and indicate that the accounts needed are ‘AD (Active Directory)’ and
‘Cerner (IMPACT)'. Click ‘Submit’.
a. Forthe Unique Identifier, one of the following is required in order for an account to be
established:
i. Last 6 numeric digits of Social Security Number,
jii. Last 6 numeric digits of Driver’s License Number & state, or
jii. Last 6 numeric digits of Employee ID
b. This information will be stored encrypted and only used to uniquely identify a user when
an account issue arises.

Account Management \ External Account Request

Tell us how we can help you:

What type of request?

® New Account O Update or Reactivate an Account
Is this access for a research monitor? Estimated Start Date:
@ Yes O No (Required) 3/6/2024 i

What is the purpose of this request?
O Clinical @® Research O Both

How long will this account need to be active?

. 3/6/2025 i
User needing access...
First Name: |John Mi Last Name: |Test
Department: |HSIS Office of Privacy and Reg External Company: Sponsoring Company Name
(Company) Email: |johntest@sponsorname.com O SSN ® Drivers License © Employee ID
Phone- |(205) 123-4567 x Unique Identifier: 1234567
Account(s) Needed AD (Active Directory) 0 Email ey T [ Ftuden 1SS
Cemer (IMPACT) () Sunrise [J HealthStream

Additional Infermation:  [Unique ID used is Alabama Driver's License

Once submitted the person entering the information (requestor) will receive a service request
(SR) number for tracking purposes.
Notify the monitor that training must be completed no later than 14 business days prior to the

scheduled visit in order to be granted view-only access to Cerner IMPACT.
The link to the Cerner IMPACT training will be emailed to the monitor at the address provided.
Once training has been completed, the monitor should reply to the email confirming
completion.
a. A new SR will be required should training not be completed within 30 days of the initial
request.
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11. Login information for the monitor will be emailed to the research coordinator (person who

enters the request) within 7-10 business days after training completion. The research

coordinator is responsible for sharing this information with the monitor.

12. After the request has been entered, the UAB research coordinator will need to set up a patient

list in Cerner IMPACT using the following steps (the patient list can be built at any time prior to
the monitor’s visit):

a.

Sm 0 a0 o

£ T 0 > 3

Open IMPACT

Click ‘Patient List’ (located in middle top of the page)
Click “wrench” symbol

Choose ‘New’

Choose ‘Custom’

Click ‘Next’

Add Name of Study in box

Click ‘Next’

Choose ‘Finish’

Note: When adding patients to the list, highlight the study and click the arrow to move
the study to the active list

Click ‘Ok’

Click “green man” symbol

Enter MRN

. Choose ‘Search’

Double click patient’s name

When finished adding patient names, click the “wrench” symbol
Highlight the study name

Click the arrow to move back to the available list

To add a Proxy (Note: this must be completed to grant the monitor access):

a.

S@m 0 a0 o

Move the study name to active

NOTE: If additional created lists are present, please take caution to make sure the
appropriate active study name is highlighted for the monitor. If another created list is
inadvertently highlighted, the monitor will be given view-only access to this list
instead.

Click ‘Properties’ (sign next to the “wrench” symbol)

Choose ‘Proxy’

Choose ‘New’ located on the bottom right

Choose ‘Provider’

Enter the monitor’s name (Note: Monitor MUST have completed training & be active)
Choose ‘Access’

Choose ‘Read-Only’

For “To” date, enter “2100” for the year

Choose ‘Ok’. The monitor’s name and access should show-up on the left.

Page 4 of 8
Version: 05/16/24



THE UNIVERSITY OF
ALABAMA AT BIRMINGHAM

13. Notify the monitor that the applicable patient list has been created and will be available to view
in IMPACT in a “View-Only” manner at the next visit. Please make the monitor aware that the
search function has been disabled in this view and the screen is likely to look different from
what was presented in training.

Remote Access

1. If the monitor requires remote access to Cerner IMPACT, the Remote Access-Token Request
form with the fields indicated as shown below will also need to be completed after the above
steps have been completed. Please note that if the research monitor is onsite and using non-
UAB equipment, a remote token is still required to access the EMR. The research coordinator
should go to the Health System Information Services portal to enter an account request.
https://helpdesk.uabmc.edu/CherwellPortal/Home2? =52266692#2

2. Click on the Remote Access icon.

LB MEDICINE

'HEALTH SYSTEM INFORMATION SERVICES.

Welcome Jennifer L. Cole, how can we help you today?

If you are having trouble finding what you need, click the Request Catalog icon to access the full list of request types and a Search Bar.

Help Desk ) Hardware Request Software Request Mobile Devices

= s
o O N v—
v—
@ Account Management Q Remote Access Phone and Fax wv=| Request Catalog
News and Updates
EY Open Tickets [ Closed Tickets

3. Choose ‘Token Request’

B MEDICINE

HEALTH SYSTEM INFORMATION SERVICES

System Status Knowedge Base  How To'idens.
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4. Complete the form as show below requesting an On Demand Token. Be sure to complete all
fields.

Cherwell Web Portal \ Remote Access

Token Request
Tell us how we can help you:

Use this form to request an RSA SecurelD token, or redistribute an already issued token. A token is necessary to gain access to UABHS
systems when outside the internal firewall.

What do you want to do?: @ Request a new token (one token per user only)
» Renew an expiring token
» Re-Distribute an issued software token to a different device
» Change Remote Access Method (Existing Token Users Only)

What do you need access to?: @ Citrix-Apps
Citrix-RDP
) VPN
Applications you need access to Cermner [JHorizon
[ CareAware [ Careflow
COEMMI []HealthQuest
[ Lawson [ Neodata
O Fetalink iSite
glIbx [JSunrise
JPEER []Other
Who is this access for?: Yourself

3 Another UABHS Employee
@ Vendor or External

Is access temporary?: @ Yes Termination Date: | s/1/200
) No
User needing access...
First Name: John Last Name: |Test
Job Title:
E-mail- | Johntest@email.com
Phone: (987)8 - 2x
Last 4 SSN: 5555
Department:  Example Dept
Is this access needed for @ Yes
research studies only?: O No
Choose Mobile Device: O Android > iPhone/iPad

® On Demand Token

Additional Notes:

5. Once submitted, the requestor will receive a service request (SR) number for tracking purposes.

6. Once the token has been created, an email will be sent to the monitor (at the email address
provided) from the HSIS Helpdesk (supportdesk@uabmc.edu) with the token activation
instructions.

Subsequent Visits/Reactivation of an IMPACT account
1. The monitor’s account will be set to expire either annually or on the study expiration date,
whichever occurs first. For continued access the research coordinator should go to the Health
System Information Services portal to enter an account request. Please allow 7-10 business

days for accounts to be reactivated.

https://helpdesk.uabmc.edu/CherwellPortal/Home2? =52266692#2.
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LB MEDICINE

HEALTH SYSTEM INFORMATICN SERVICES

P rome  Chargs Calider Sy s Knswbedge S

Welcome Jennifer L. Cole, how can we help you today?

If you are having trouble finding what you need, click the Request Catalog icon to access the full ist of request types and a Search Bar.

Ur:_b Help Desk Hardware Request D Software Request

@ (o) N
@ Account Managem Remote Access Phone and Fax

Wews and Updales
Closed Tickets

Moabile Davices

Request Catalog

E] Oen Tickets

i e found

Choose ‘Extend Vendor Access’

W MEDICINE

HEALTH SYSTEM INFORMATION SERVICES

@ Home Change Calendar  SystemStatus  KnowledgeBase  How ToVideos

Account Management

- Request or teminate a UABMC 1D account.

ACCOUNT MANAGEMENT ¢

Internal Account Request
1 need to request a new account or modifications to an existing UAB Medicine account?

External Account Request
request a new account or modifications to an existing UAB Medicine account?

Extend Vendor Access

Are you a vendor who needs to request an & sion of access?

Fetch Request
Change Fetch Permissions

IMPACT/Cerner/PowerChart Training Request

i need training for IMPACT, Cemner or PowerChart?

Infor / Lawson Account
Request access or modification to 3 Lawson/Infor Account.

Omnicell Account Change Request
nake a change to an existing Omnicell account?

Omnicell Account Request
Are you an existing employee who needs to request a new Omnicell account?
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3. Complete the form and click submit.

LB MEDICINE

HEALTH SYSTEM INFORMATION SERVICES

Change Calendar ~ SystemStatus ~ Knowledge Base  How To Videas

[E]save (D cancel o ® Patach@y < Recodiofl > > 48 ]

Account Management \ Extend Vendor Access

Tell us how we can help you:

Use this form to request an extension of vendor access
Requester Information

First Name: |Jennifer E-mail: |jlcole@uabmc.edu Phone: [(205) 934-0938 x

Last Name: |Cole Department: HEALTH SYSTEM INFORMATION

Account Needing Access Extended

S — L E-mai
ExlendAcﬁg:ls MIdlyyyy = Last Name

AD Usermname:
(Max 1 Year)

Do you need to extend access to Cerner? Reason for
Extending
Oves ccess
@ No
Do you need to extend remote token access?
O Yes

ONo

/Add Attachment Cancel Submit

IMPORTANT: If system access is no longer needed for a research monitor please notify the HSIS

Support Desk immediately so the account can be disabled.

Password Resets or Other Issues
1.

Support Desk at 205-934-8888.

If a password reset is needed or other issues encountered the monitor should contact the HSIS
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