
From: dopmannouncement <dopmannouncement@uabmc.edu>  
Sent: Thursday, December 19, 2019 10:31 AM 
To: DOPM All Users <DOPMAllUsers@uabmc.edu> 
Subject: Computer Tip of the Week -- How to be smart with email  
 

How to be smart with email 
when the bad guys are getting 

smarter 

Brought to you by  
Lisa Schwaiger  
- DOPM HelpDesk Triage and 
Computer Tech in MT-403 

QUESTION:   
I always need to respond to things from UAB, right, especially from HR? For example this: 

 
I mean, this is unusual but it says it’s from UAB and it says it’s important, and the link goes to UAB, so 
that guarantees it’s safe, right? 
So I should definitely go ahead and do as instructed, right?? 
 

 
ANSWER:  
NOOOOO… The above is a confirmed phishing attempt!!   
We received concern from exactly 2 people at DOPM when they got this spam/phishing email. 
Did anyone else get this, and just wasn’t concerned?? 
 
This is a good one.  It almost looks legitimate, and it would be easy to get fooled by this.   
But you should be suspicious and look closely at all aspects of the message because: 

 It’s not usual to get this 
 It is not signed by anyone with a name and phone number 
 It has a European date format “17/12/2019”  

 
So consider this a reminder to please just be aware and be appropriately suspicious. 
And if at all concerned, please tell us and/or HSIS (at rspam@uabmc.edu)  
You can refer to this earlier TOTW for some general guidelines 
 

Was this helpful?   Do you have suggestions for a future Tip of the Week?   Do you have any other comments? 
Let us know at dopmHelp@uabmc.edu  

To see an archive of past Tips of the Week: http://www.uab.edu/medicine/dopm/help/totw  
 
 
 


